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ABSTRACT

In recent decades, research and development in the field of industrial robotics, such as an unmanned ground vehicle
(UGV) and an unmanned aerial vehicle (UAV), has been significant progress. In these advancements, it is important to use
middleware, which facilitates communication and data management between different applications, and various industrial
communication middleware protocols have been released. The robot operating system (ROS) is the most widely adopted as
the main platform for robot system development among the communication middleware protocols. However, the ROS is
known to be vulnerable to various cyber attacks, such as eavesdropping on communications and injecting malicious
messages, because it was initially designed without security considerations. In response, numerous studies have proposed
countermeasures to ROS vulnerabilities. In particular, some work has been proposed on generating ROS datasets for intrusion
detection systems (IDS), but there is a lack of research in this area. In this paper, in order to contribute to improving the
performance of ROS IDSs, we propose a new type of attack scenario that can occur in the ROS and build ROS attack
datasets collected from a real robot system and make it available as an open dataset.
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